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DD/UES Ls a 


1.8 APR 1974 


, 5 Oa 7 marae Mant a 
MEMORANDUM FOR: Legislative Counsel cd, abies) xogistry 


‘ es z ot 


SUBJECT °° or. -HVR, 188 and H.R. 9783, Bills on Criminal 
os Justice Information Storage and Dissemination 


1. Pursuant to your request of 9 April 1974, we have 
completed a review of the two subject bills. Taken together, 
these two bills essentially seek to achieve the same objectives 
as Senate bills S. 2963 and S. 2964, which we commented upon 
-in our memorandum to you dated 18 March 1974. 


-2. Both bills contain restrictions on the collection, 
storage and dissemination of criminal justice information 
similar to the Senate bills; however, they are, in fact, even 
more restrictive and their enactment into law would pose very 
serious problems for the Office of Security. H.R. 188 would 
appear to prohibit Agency access to criminal arrest records 
of any kind, including FBI..Identification Records, and would 
also require a massive "purge" project to remove all such 
information from Office of Security investigative files. 


3. Since CIA is not a Criminal Justice Agency and arrest 
data is collected and maintained only as one portion of our 
personnel security investigations - not for its own sake - it 
is uncertain whether the definition of a "criminal data bank" 
as outlined in H.R. 9783 would apply to our security files. 
Nevertheless, should this be determined to be the case, again, 
it would seem likely that this type information would have to 
be deleted from our files. 


4. The position of the Office of Security in regard to 


H.R. 188 and H.R. 9783 remains the same as that stated pre- 
viously in our memorandum concerning the Senate bills: that 
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every effort should be made to secure exemptions for the 
Agency from those provisions of the legislation that would 


degrade our ability to carry out an effective personnel 
Security program. 


Charles W. Kane 
Director of Security 


cc: DD/M&S 
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SUBJECT: (Optional) 
Criminal Justice Data 


FROM: EXTENSION | NO. 
73 poses LYALL 7 7 a 


7D35 
mare «9: April 1974 


TO: (Officer designation, room number, and DATE 
building) 


OFFICER'S COMMENTS (Number each comment to show from whom 
(NITIALS to whom. Draw a line across column after each comment.} 


+ 


[ necenen | rorwasnen 
oar ies (acetal 


DDM&S Your comments were previously 


requested concerning S. 2963 
and S. 2964, bills which control 
the storage and dissemination 

of criminal justice data, to 
determine the effect upon the 
Agency. Chairman Rodino of 
the House Judiciary Committee 
has now requested Agency 
comments on H.R. 12474 (S. 2964 
and H.R. 12475 (S. 2963), the 
identical bills in the House, as 
well as comments on the attached 
bills, H.R. 188 and H.R. 9783 
on the same subject. 


In order to prepare the Agency 
reply or replies on all of the 
bills, we would appreciate your 
additional comments on H.R. 188 
and H.R. 9783. 


Please respond no later than 
16 April. 


Assistant kegislative Counsel 


BORO06 100 0030- 
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IN THE HOUSH OF REPRESENTATIVES 


JANuARY 8, 1973 


Li 
Mr. Kowarns of California introduced the following bill; which was referred 
tothe Committee on the Judiciary 


4\ IBTILIL » 


ea : 7 ye 
Po amend tile 28 of the United States Code to provide for the 
dissemination and use of Criminal arrest records ina manner 


hat insures: their security and privacy. 


Be it enacted by the Senate and House of Representa: 
Lives of the United States of dmerion in Congress assembled, 


Mad (ua) Cle 28 of the United States Cade is amonded hy 


lserting Tnmedialely alter chapter 175 the following new 
ehaplers 
| (0 
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“Chapter 177—DISSEMINATION OF ARREST 


RECORDS 
“See. 


_ “3101. Dissemination by Federal officer or employee; only to law enforce- 
ment agencies. 
“3102. Prohibition of dissemination, maintenance and uso of arrest 
records, 
“31038. Inspection of arrest. records, 
' 3104, Prevention of illegal dissemination or use; correction of incorrect: 
arrest records. 
“3105, Court orders allowing dissemination, maintenance, or use in cer- 
: tain cases. 
“3106. Questions concerning arrest. 
83107. Penalties. 
“3108. Definitions. 
“3109, Regulations, 
“3110, Teffective date. 


“§ 3101. Dissemination by Federal officer or employee; 
only to jaw Gatercameit agencics - | 

“(a) No officer or employce of the United States or of 
any federally assisted law cuforeement agency may (lisseni- 
nate in any manner any Griminal arrest record to any person 
other than another officer or employee of a law enforcement 
agency. 

“(h) No officer or employee of any law enforcement 
ageney may disseminate to any person, other than another 
ollicer or employee ofa law enforcement ageney, a ermutnal 
arrest. record received from an officer or employee of (he 


United States or of a federally assisied law) enforeeniwut 


agony. 


. 
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“$3102. Prohibition of dissemination, maintenance, and 
use of arrest records 

(a) No officer or employee of the United States or of 
a federally assisted law enforcement agency, aud with respect 
to aw criminal arrest record received from an officer or em- 
ployee of the United States or of a federally assisted Jaw en- 
forcement agency, no officer or employee of any law 
enforcement ageucy, may disseminate to any person a erim- 

inal arrest record— 
“(1) relating to an arrest which occurred more 


than two years before the date of such dissemination 


wu concerning which there is no prosecution pending 


in aw Court; 

“(2) relating to au arrest. concerning which the 
proseculing atlorney responsible for conducting any 
prosecution arising out of such arrest agrees no prosect- 
tion is warranted and that no craninal arrest record 
should bo kept; or 

“(8) which is expunged, or prohibited from being 
mauntained, used, or disseminated ander a provision of 


tha law of the Stato in which the arrest whieliis the 
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. subject of such record occurred, or by order of a court 


having jurisdiction with respect to such arrest, 


“(b) No officer or employee of any Jaw enforcement 


agency may disseminate any arrest record specified in sub- 


section (a) which was received by such officer or employee 


from any officer or employee of the United States or of 


- federally assisted law enforcement ageney. 
geney 


“(e) Clause 1, of subsection (a) shall not apply to 


_ criminal arrest record concerning any person who has heen 


convicted of at least one felony under the laws of the United 


States or of any State. 


“(d) No officer or Ginployee of the United States or of 
a federally assisted law enforcement agency may uaintain or 
use any eriminal arrest record whieh is prohibited fron hoing 
disseminated under subsection (a) exeept that a courl may 
junintain aud use a sealed criminal arrest record, = 


“(o) Tho dissemination, maintenance, or use of a erie 


inal arrest record specified in subsection (a), (b), or (a) 


ho oamay bo permitted by or in accordance with a court order 


25 
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sissued: under section 3105, 


“$3103. Tnspection of arrest records 


“Kvery persou shall have the right te inspeet auy 
criminal arrest record concerning Tine maintaived by any 
ollicer or employee of the United Slates or ol a federally 


assisted Jaw enflorceme OOLUC « officer oy maples ie of 


030-2 
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the United States or of such law enforcement agency whose 
duiy th is fo maintain criminal arrest records shall preserihe 
such regulations as are necessary bo onable any person, upon 
request and proper identification, to procure the criminal 
arrest record concerning such person maintained by such 
ofticor or employco at the time of the request. Tu addition, 
such oficer or employes shall keep, and upon such request, 
disclose to such person the naine of all persons to whom such 
officer or employee transmitted or communicated such arrest 
redord diving the six-nrouth period preceeding the request. 
HE 310d. Prevention of iHegal dissemination or use; cor- 
rection of incorrect arrest records 

“Tf at any time a person has reason to believe that a 
criminal arrest reeord concerning lim will be mamtained ov 
disseminaled hy any officer or employe of the United States 
or of any federally assisted law culorcement ageuey, in viola 
Liew of the provisions of this chapter, or (hat information ina 
criminal arrest record maintained by sach an aliieak or eni- 
ployeo is in¢orrecl, such person may petition any United 


Sides dishrich court lo issue an order enjoining such mmainte- 


nance or dissemination, or correcting such record, 


“3 3405. Court orders allowing dissemination, mvainte- 
hance, or ue in cerkain cases 
“(n) Tha Attorney General or any officer of a law 
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court of competent jurisdic tion for, and such court may grant, 
i after a hearing, an order authorizing or approving the dis- 
‘sommiiation, maintenance, or use of a eviminal arrest eau. 
which is otherwise prohibited under section 8102, by the 
Attorney General or by an officer of a: law enforcement 
agency, if the applicant can show by substantial and con- 
vineing evidence that there is a compelling public interest 

“In such dissemination, maintenance, or use. 
“(b) Hach applic ation for an order authorizing or ap- 
proving the dissemination, use, or maintenance of an arrest 


record shall be made in writing upon oath or aflivmation 


to a Federal court of competent jurisdiction and shall stile 


the applicant’s authority Lo make’ such a application. Mach 
‘application shall saichvae the following information: 
“(t) the identity of the law enforcement officer 
making the application, and (he officer authorizing: the 
application; and 
(2) a full and complete statement of the frets: 
and ciremustances relied upon by the applicant, Co jus- 
tify his belief that au order should be issued. 

“(e) Phe court may require the appheant bo furnish 
additional testimony or documentary evidence ih support 
of the application. 

“(d) Orders granted under thin section shall be seated 
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court directs, Such orders shall be disclosed only upon a 


showing of good cause before a court of compotent jurisdic 
tion and shall not he destroyed except on order of the issu- 
ing or denying court. | 

“ (6) Any violation of the provisions of this section 
jaay be punished as contempt of the issuing or denying 
COUNL, on | 
“$3106. Questions concerning arrest 

“In yesponding to any question concerning any arrest 
the respondent may consider such question: to apply ‘only 
bo an arrest. the record of which may be lawfully dissemi- 
nae sult ug tnell or used by tho Attorney General. No 
person shall ho required to waive the right granted to him 
hy dhis seciion nor shall any person bo penalized in any 
manner for exercising such right. “4 
“S$ 3107. Penalties | 

“(a) Any porson with respech to whom a criminal 
arrest record has been maintained, disseminated, or ased in 
violation of this chapter shall have a civil eause of action 
waist the person responsible for such violation aud shall’ 


be entitled 4o rocover from any such person ackital damages 


og : 
edad hie ‘ eet egies he areal eye , 
and reasonable ablornoy’s fees and other litigation costs 
ye 
ade 


vousounbly inenrred, Mxemplary damages may be granted 
hy the court in appropriate casos. 


Appr 
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a criminal arrest record knowing such dissemination, main- 
tenance, or use to be in violation of this Act shall be fined 
-not more than $1,000 or imprisoned for not more than one 
year, or both. 
“§ 3108. Definitions 

“As used in this chapter— 

“(a) The term ‘law enforcement? means any activity 
pertaining to crime prevention, control, or reduction or the 
enforcement of the criminal law, including, but not limited 
to, police efforts to prevent, control, or reduce crime or to 
apprehend criminals, activities of courts having criminal ju- 


risdiction and related agencies, activitics of corrections, pro- 


bation, or parole authorities, and programs relating to the 


_ prevention, control, or reduction of juvenile delinquency or 
narcotic addiction. 

" “(b) The term ‘State’ means any State of the United 
States, -the District of Columbia, the Commonwealth of 
Puerto Rico, and any territory or possession of the United 
States. 

“(ce) The term ‘Federal court of competent jurisdiction’ 
meaus a United States district court or a United States court 

_ of appeals. 
“(d) The term ‘criminal arrest record’ means records 


aud related data (including fingerprints) compiled by Jaw 
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fenders and alleged offenders and maintaining as to such 
persons stummaries of arrests and the nature and disposition 
of criminal charges arising out of such arrest. 

“(e) The term ‘federally assisted law enforcement 
agency’ means a public agency which performs as its prin- 
cipal function activities pertaining to law enforcement and 
which is funded, in whole or in part, from grants received 
under the Omnibus Crime Control and Safe Streets Act of 
1968 (42 U.S.C. 3731-3787) . 

“$3109. Regulations 

“The Attorney General, after consulting with officers aud 
menibers of State and local law enforcement agencies, shall 
prescribe such regulations as he deems necessary to carry 
out the provisions of this Act. 

“§ 3110. Effective date 

“This chapter shall take effect on and after the one 
hundred and twentieth day after the date of enactmeut of 
this chapter, except for section 3102 (d) which shall take 
sffect at the end of the one year period beginning on the 
date of enactment of this chapter.” 


(b) The chapter analysis of part VI of title 28 of the 


United States Code is amended by inserting immediately 


after: 
“175. Civil Commitment and Rehabilitation of Narcotie Addicts” 
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“177, Dissemination of Arrest Records”. 
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A BILL 


To amend title 28 of the United States Code to 

_provide for the dissemination and use of 

criminal arrest records in a manner that in- 
sures their security and privacy. | 


By Mr. Eowarps of California 


January 3,1973 
Referred to the Committee on the Judiciary 
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IN THE HOUSE OF REPRESENTATIVES 


Aueusr 1, 1978 
Mr. Evwarvs of California introduced the following bill; which was referred 
to the Committee on the Judiciary 


IB INLI, 


To regulate the collection, storage, and dissemination of infor- 
mation by criminal data banks established or supported by 
the United States. 


Be it enacted by the Senate and House of Representa- 
tives of the United States of America in Congress assembled, 
DEFINITIONS 

Suorron 1. As used in this Act— 

(1) the term “criminal data bank” means any 
criminal information data collection or storage opera- 
tion which collects or maintains data identifiable to in- 
dividuals and not generated in the course of such opera- 
tion’s official duties of the apprehension, adjudication, 
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2 
or convicted of criminal offenses, and w vhich is financed in 
whole or in part, directly or indirectly, by the United 
States, and which utilizes computers and data processing, 
or manual techniques, or a combination of such tech- 
niques, to compile data for dissemination to any person; 
(2) the term “data? means any information on the 
ulegedly criminal activilies of any person, of perlaming 
to the apprehension, adjudication, confinement, or re- 
habilitation of any person ou account of such activities ; 
(3) the term “criminal Fistie e agency” meas any 
. public agency directly and principally engaged in the 
apprehension, adjudication, confinement, or rchabilita- 
tion of persons charged with or convicted of criminal 
offenses; and 7 
(4) the term “State” includes the District of Co- 


lumbia, the Commonwealth of Puerto Rico, Guam, the 


Virgin Islands, and any other territory of the United 


States. 
| DATA CONTENT 
Sno. 2. (a) No eriminal data bank shall collect, maine 
dain, or disseminate any viformation identifiable foo ay “ 
22 dividual, unless such ‘aformation is data which— 


93° °° (1) is recorded by an officer or ecniployee Tier 
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(2) is, under the laws of the State of its origin, 
open to public ispection; and 

(3) arises directly from ihe apprehension, adjudi- 
ation, confinement, or rehabilitation of a person charged 
with or convicted of a criminal offense. 

(b) Hach criminal data bank shall provide for the 
perrodic updating and systematic outside audit for accuracy 
of the data coutained therein, under such rules as the A.ttor- 
ney General shall preseribe. Such rules shall provide that— 

(1) any addition, correction, or deletion shall be 
made within ninety days of the receipt of the informa- 
tion bo be added, corrected, or deleted; and 

(2) corrections shall be made in all copics of any 
data in possession of the criminal data bank, 

(c) Hach criminal data bank shall remove and destroy 
outdated data. Outdated data includes— 

(1) arrest records of an individual that are at least 
two years old, if no other arrest of such individual is 
on record at such data bank as having occurred during 
such two-year period; and 

(2) records of any convietion, if the conviction is 
lon years old-and no later conviction is on record at such 
data Jauk as having occurred during such ten-year 


period, 
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disseminate any information which is defined as a juvenile 
revord under the law of the State of the origin of such t- 
formation. 
(e) No criminal data bank shall collect, maintain, or 
disseminate any data relating to an offense for whieh the 
maximum penalty imposed by law is Tess thin six months in- 


prisonment ora fine of not more than 8100, 


(f) Mach criminal data bank shall quaintain a com 


plete record of the sources of each Hem of data on record 
at such bank. 
ACGUESS AND DATA. USE 

Suc. B. (a) No criminal data bank shall release any 
dala to any person who is not an official of a criminal 
justice agency who seeks such data in the course. of official 
duty, nor shall any person tot in the course of official duty 
as such an official seek any data from a eviniinal data bank. 

(b) Hach criminal data bank shall maintain a complete 
record of to which persons, representing what OYQATI ZT LOS, 
and on what dates data has been disseminated. 

(ce) Phe identity of the official seeking data, and the 
purpose for whieh Sueh data are souodit shall be verified ta 
cach iistance data are sought, under such rules as the AL 
torney General shall establish. 

4. (dl) No data received froma ne erinainab dita bank shall 
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5 
under subsection (c), nor shall any recipient of such data 
divulge such data to any person other than other oflicials 
of the criminal justice agency employing the recipient. Hach 
copy of data transmitted from a criminal data bank shall 
conspicuously give notice of the penalties for violations of 
this subsection. 


(ce) Data may be divulged by a criminal data bank for 


the purposes of outside audits under seetion 2 ()). 


(f) Data may be disseminated by a crimial data bank 


for the purposes of research, but no data so disseminated shall 


he identifiable to any person. 
(e) Hach copy of data disseminated by a criminal data 
bank shall contain a clear statement of— 
(1) the data bank from which it is disseminated; 
and 
(2) the original source or contributor of such data. 
RIGHT TO INSPECT, CHALLENG, AND CORRECT DATA 
Sec. 4. (a) Mach criminal data bank shall provide for 
the inspection and challenge by any person of data con- 
tained in such criminal data bank aud identifiable to. that 
person, and for the correction of any data found to be er- 
roncous tpon such inspection and challenge. 
(b) A criminal data bank may make reasonable rules 


lo provide for the verification of the identity of any person 
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INDEPENDENCE OF DATA BANK 
Sue. 5. Hach eriminal data bank shall be independeni 
and distinct from any other data collection or storage 
operation. 
PENALTIES 

Sec. 6. (a) With respect to any criminal data bank 

established under the authority of the United States— 


(1) whoever being the ofticer or employee of such 


craninal data bank willfully violates any provision of 


this Act or any rule preseribed by the Attorney General 
under this Act, and whoever being a recipient of dati 
from such criminal data bank divalges any such date 
in violation of section 3(d) shall be fined $5,000 ane 
imprisoned not more than five years; 

(2) whoever is aggrieved by any violation of this 
Act by a criminal data bank or any of its officers or eni- 
ployees or any rule prescribed by the Attorney Genera. 
under this Act, may, ina civil action, obtain injunctive 
and declaratory relief against the United States, or 
against such criminal data bank, oficer, or cniployee, and 
recover actual and punilive damages, but in no case Jess 
than $1,000 per violation. 
(b) With respect to any criminal data tank other than 


one established under the authority of the United States, 
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by such criminal data bank, or any of its officers or em- 

ployees— 

(1) shall order the termination for a period of not 
iuore than two years of all Federal financial assistance 
to such criminal data bank, - 

(2) shall make an order that no data bank estah- 
lished uuder the authority of the United Mtates shall 
furnish any data to such criminal dala bank during a 
period of not more than two years, or 

(3) shall order both such termination of finaneial 
assistance and such termination of furnishing data. 


EEPEBOLIVE DAS 


seo. 7. This Act shall take effeet six months after the 


date of 108 cnaetinent, 
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A BILL 


To regulate the collection, storage, and dissem- 
ination of information by criminal data 
banks established or supported by the United 
States. 


By Mr. Epwarns of California 


Aucust 1, 1973 
Referred to the Committee on the J udiciary 
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i SUBJECT: (Optional) 
Criminal Justice Data 


EXTENSION NO. 


OLC 
7D35 DA 


TE 9 
TO: (Officer designation, room number, and 
building) OFFICER'S | COMMENTS (Number each comment to show from whom 
a INITIALS to whom. Draw a line across column after each comment.) 
: DDM&S : = Your comments were previously 
requested concerning S. 2963 
‘yy and S. 2964, bills which control 
i] | the storage and dissemination 
a AED ™ of criminal justice data, to 
determine the effect upon the 
Agency. Chairman Rodino of 
the House Judiciary Committee 
Le has now requested Agency 
comments on H.R. 12474 (S.2964 
and H.R. 12475 (S. 2963), the 
identical bills in the House, as 
well as comments on the attached 


bills, H.R. 188 and H.R. 9783 
on the same subject. 


In order to prepare the Agency 
reply or replies on all of the 
bills, we would appreciate your 
Af0-DD/Mgs: : additional comments on H.R. 188 
Distributi ——kmg (15 Apr 74) and H.R. 9783. 
Tig RS - Adse w/att 
DD. e 
—+— DD/MEs Sie 74-1277) Please respond no later than 


dtd 9 ral a 
DD/M&S 74-1277: RS/to Dy Ngs "ole 


ae S fr Ass't LC, subj: 
a and HR 9783 re Criminal Justice Data Bah 
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